UBND TINH AN GIANG CONG HOA XA HOQI CHU NGHIA VIET NAM
PQI UNG CUU SU' CO AN TOAN Poc lap — Tu do — Hanh phc
THONG TIN MANG

S6: 162/CV-DUCSCATTTM An Giang, ngay 31 thang 01 nam 2025
VIV tang cuong dam bao an toan thong tin
mang trong thoi gian Tét Duong lich va
Tét Nguyén dan At Ty nam 2025

Kinh gui:

- Van phong Poan PBQH va Hoi ddng nhan dan;

- Van phong UBND tinh;

- Céac co quan Pang, Doan thé;

- Céc S¢, Ban, nganh tinh;

- Uy ban MTTQ Viét Nam tinh An Giang;

- Uy ban nhan dan huyén, thi x4, thanh phé;

- B0 Chi huy quan su tinh An Giang;

- Cuc Thué tinh An Giang;

- Cuc Théng ké tinh An Giang;

- Cuc Quan ly thi trwong tinh An Giang;

- Hai quan tinh An Giang;

- Kho bac Nha nuéc tinh An Giang;

- Ngan hanh Nha nudéc tinh An Giang;

- Céc doanh nghiép vién thong: VNPT, VIETTEL,
FPT chi nhanh An Giang.

Cin cir Cong vin s6 5644/BTTTT-CATTTT ngay 29 thang 12 ndm 2024
cua Bo Thong tin va Truyén thong ve viéc tang cudng cong tac bao dam an toan
thong tin mang huéng toi dip Tét Duong lich 2025, Tét Nguyén dan At Ty va Lé
Ky niém 95 nam thanh 1ap Bang Cong san Viét Nam;

Can cu Quyet dinh s6 2178/QP-UBND ngay 29 thang 8 nam 2022 cua Chu

tich UBND tinh vé viéc kién toan Doi ting ctu sy ¢b an toan théng tin mang tinh
An Giang;

Can ctr Cong van sO 190/VPUBND KGVX ngay 13 thang 01 nam 2025
ciia Vian phong Uy ban nhan dan vé viéc tang cuong cong tac bao dam an toan
thong tin mang huéng téi dip Tét Nguyén dan At Ty va L& ky niém 95 nam thanh
Iap Bang Cong san Viét Nam.

Nham phong, Chong nguy co mat an toan théng tin mang xay ra trong thoi
gian Tét Nguyén dan At Ty va Lé ky niém 95 nam thanh 1ap bang Cong san Viét
Nam, B4i tng ciru su CO an toan thong tin mang (sau day goi tit 1a Dol tng chu)
dé nghi Quy co quan, t6 chtc, doanh ‘nghi¢p tang cuong trién khai cong tac bao
dam an toan théng tin mang cho hé théng théng tin thudc pham vi quan 1y, cu thé:
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1. Chu dong ra soat, xtr 1y, trién khai cac giai phap nham khic phuc triét dé
cac 16 hong an toan thong tin mang, dic biét 1a cac 16 hong da duoc Poi ing ciru
canh bao nhu (156 hong bao mat zero-day Microsoft Exchange lién quan dén chién
dich tin cong co6 chu dich ciia nhém APT Earth Estries tai vidn ban s
2190/DUCSCATTTM ngay 02/12/2024 lién; Cac 16 hong hé théng Cong nghé
thong tin tai van ban s6 1710/DUCSCATTTM ngay 04/10/2024) va chu dong
thue hién sidn ling mdi nguy hai tiém an trong hé thong.

2. T6 chic luc lugng tai chd truc glam sét, hd trg, wng cau va khic phuc su
cb an toan théng tin mang 2417, trién khai cac bién phap ky thuat & muc cao nhat
nham phat hién, ngin chin tan cong mang, phat tan thong tin X4u doc; yéu cau
don vi, doanh nghiép dang cung cap dich vy an toan thdng tin mang (néu c6) cam
ket va bo tri luc luong giam sat va bao vé cac hé thong; bao dam duy tri, két noi,
Kip thoi chia sé thong tin véi Doi tng cuu.

3. Déi véi cac doanh nghiép cung cap dich vu V|en thong, Internet; Cac to
chuce, doanh nghi¢p cung cap nén tang chuyén doi so tang cuong nang luc hé
'ghong nén tang va dam bao céac hé thdng thong tin, nén tang hoat dong an toan,
on dinh phuc vu nguoi déan, doanh nghiép.

4, Chﬁ’ dong t6 chirc hoat dong L’rng‘ctru su ¢ an toan thong tin mang déi
vo1 cac hé thong thu(f)c pham vi quan Iy nham phat hién, ngan chan, xir Iy va khac
phuc kip thoi su ¢ an toan thong tin mang.

Trong trudng hop can hd trg, Quy don vi lién hé dau méi hd tro:

_+ Ong Tran Truong Giang — Giam doc Trung tam Cong nghé thdng tin va
Truyén théng (co quan thuong truc Boi Ung ciru) — S Thong tin va Truyén thong,
dién thoai: 0911 919 000, thu dién tir: ttgiang@angiang.gov.vn.

~ + Cuc An toan thong tin - Trung tam Giam sat an toan khong gian mang
quoc gia, dién thoai: 02432091616, thu dién ta: ais@mic.gov.vn.

Tran trong./.

Not nhén: KT. POI TRUONG
- Nhu trén; A .

- Thanh vién D§i ing citu; DOIPHO

-Luu VT. -

_ PHO GIAM BOC X
SO THONG TIN VA TRUYEN THONG
Nguyén Thanh Hai
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